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1.4 R5EEFH (tradeType)

Aoy A 7 AL 5y FEA 4 FR
hop.account.info EHHIKFE R
hop.trade.recharge o
hop.trade.refund Bk
hop.trade.query A 5 45 1
hop.trade.details T2 2 B4
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2. HIRAG L

00000 %25 %1

1.1 BLEE

T AHRBE Server SDK ELK MD5 254 W% /7 B, TR R4 N BT sdk RBLZ A ST, i sdk
EPERT R RER BT G0, sdk 2 HEEL .

IR FE AR sdk, AIHRHE MD5 FLN B CHF 524 7%, LR RESGITIHCT 6555 B 1254 HEAT Al S i 1] «

WRSHE A

fifiife
SREUTHEIERSH, NMEFHRASE, Wk, 7950, 5 sign FB.
2. HeP

Hi 075 1 FO S RS RS — AN A RO BE ASCLT B33 HE CERITHFHET) » nGHBBIH F 745 W R 5 — A7 15
A ASCIT Aid i HET, DL,

3. PHE

KHEP RS H S H N, AE “SH=28011" Mk, I EERESHNCEIFERREK, BEdHE LN
FALE “ - SH=2 B H key= IR B, MU A RIF AP AR A T8, B2 F TR D5 85, B4
4 (sign) A

“SIGN” 5 “ENCRYPTDATA”Z# 584
Bl T HEBIERTE, SEEFERRG, FRESHERK T

{
"appId": "1BN7VC8VT0O007518A8C000006602D80D",

"encryptType": "AES",

"param": {
"ghfyee": "202",
llbcsfcsll: "1"’

"bgbmo2": "000003000003",
"bgbmol": "000003000002",
"jslxee": "o1",

"bgbmee" : "000003000001" ,
"sfydgh": "N",

"yydjhe": "YY10150011",
"yszjhm": "350626198510201017",
"sfyjse": "Y",

"bcghcs": "2",

"ysxmee": "4,



"cfxms0": "1",

"zdlist": "[{\"zdbh@o\":\"ZzZXY10\",\"zdms@O\" :\" L:[HAEIEN"}]",

"fyzjeo": "2950",

"sfygwd": "Y",

"ghksmc": "YLZ",

"tsbzbm": "T00003000001",

"sftjgh": "Y",

"mzlbee": "101",

"yszjdj": "111",

"sfsjoee": "101234",

"cardno": "DB0748478",

"yyksbm": "YLZ",

"mxlist": "[{\"sptxbm\":\"3333333333\",\"xmdw@@\" :\"JH\",\"ysxmoo\" :\"JI\",\"xmdjee\ " :\"2950.00\",
\"qyzLldw\":\"*\",\"fpxmmc\":\"fpo\",\"ypplee\":\"0080\", \"ypyleo\" :\"1 ki//K\",\"cfhao\" :\"*\", \"jx0000\
"R\ "xms 100\ "t \ "1\ ", \"xmmcOO\ " 1 \" 5K JI\", \"sFybxm\" : \"N\", \"y1lts@e\":\"1\",\"xmbheo\" :\"10703044195932
330501\", \"gytjee\":\"[1i2\",\"qyz1ee\" : \"*\",\"dcyydw\" : \"*\",\"yptsee\" :\"1\", \"xmjeoo\" : \"2950\", \"xmgg
00\":\"1 7 /30 Fi\",\"fpxmbh\":\"@1\"}]",

"sfrqee": "20170524"

}J

"sign": "15DA8F79D870FA4DCF8031D54253FC35",
"signType": "MD5",

"timestamp": "20170831092820",

"transType": "mmp.upload.medical.detail"”,
"version": "H.F.0.1"

MR 24 T R

appId=1BN7VC8VT0007518A8C000006602D80D&encryptType=AES&param={"bcghcs":"2","bcsfcs":"1
","bgbmo0" : "000003000001", "bquOl" :"000003000002" , "bgbmo2" : "000003000003", "cardno": "DBO748478" , " cfxm
se":"1","fyzje0":"2950", "ghfyee":"202","ghksmc":"YLZ","js1x00":"01", "mxlist" :"[{\"sptxbm\":\"3333333
333\", \"xmdw@O\" : \" JI\", \"ysxm@o\" : \" I\ ", \"xmdjoe\ " :\"2950.00\",\"qyzldw\" : \"*\",\"fpxmmc\" : \"fpo\
",\"ypploe\":\"0080\",\"ypyloo\" :\"1 Fi/K\",\"cfhaod\" : \"*\",\"jx0000\ " : \"*¥\",\"xms100\" : \"1\", \ " xmm
€00\ " :\" K A\", \"sfybxm\": \"N\",\"yltsee\" :\"1\", \"xmbhoe\" :\"10703044195932330501\", \"gytjoe\":\"|']
Z\",\"qyz1ee\ " :\"*\",\"dcyydw\" : \"*\",\"yptseo\":\"1\",\"xmje00\ " :\"2950\",\"xmggoo\ " :\"1 5T /30 fi\",

\"£pxmbh\" :\"81\"}]", "mz1b@@": "101", "sfrqee" : "20170524" , "sfsjee" : "101234", "sftjgh": "Y", "sfydgh" : "N"
"sfygwd":"Y","sfyjs0":"Y", "tsbzbm":"TO0003000001", "ysxm@@" : "= ", "yszjdj":"111", "yszjhm" : "350626198
510201017", "yydjhe" :"YY10150011", "yyksbm": "YLZ","zdlist": "[{\"zdbheo\" :\"zzXY10\",\"zdms@o\ " : \ " {»[}]

AJEIEN"}]"}&signType=MD5&timestamp=20170831092820&transType=mmp.upload.medical .detai
l&version=H.F.0.1&key=1BN7VC8VU00O17518A8C0000083776CB9

LT AN
% H B S 6B H MDS 254 bR STHRE R P AAVHIS H AR 2 77 T MD5 224 5, B g a4k 16
HEH R, SRR RE, RIS ER, Ul B773BC783F1319B384B242BF874A1F94,

AEIE S A E Al
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1. ik
SHATE I RSE, NERFBTEEEMSE, e, 7350, 2 sign T

2. HF
Wk SR R — AN A B ASCIT fo ¥ HE T (FREFHTHET) |, 5l B4 (7] 745 M3 B A — AN 245 1)
BEH ASCIT fifs st HE Ty, DLESHE.

3. P

BHP RS E XN, AEW “SHE=-281H" A, FHEXESHHCTFRFERER, Rz N
HSATE < SEE A ke y=1RINZE” , AN FRF B N GFEL TR &, BAS4L 75 M5 s, A
B4 (sign) WMHES

“SIGN” 5 “ENCRYPTDATA” 2258 %

B0 N RG], SEAEHR RG], T RE SRR

U SR SR IR 5] N 28 0«

"param": {
"chargeNo": "201609221543522572",
"credential”: {
"WX_APP": {

"appid": "wxe4fa81d8fd121a22",
"nonceStr": "4otknlnyu3vlkddlkagsymp6zojmxvhf",
"package": "Sign=WXPay",
"partnerid": "1270560301",
"prepayid": "wx20160922154537da4a45a89c0584844458",
"sign": "F8598C909881E6EB42631DB7087E84A6",
"timeStamp": "1475126810"

s
"outChargeNo": "201609221055122142"

}J

"respCode": "000000",

"respMsg": "AbFLKIh",

"sign": "A9085E68A4D545628A009065AEQECFE2"
"signType": "MD5",

"encryptType": “DES”,

"encryptData"”: "XXXXX",

"timestamp": "20160929132650301"

IUESE 2 ESYSE

encryptType=AES&param={"chargeNo":"201609221543522572","credential”:{"WX_APP":{"appid": "wxe4fa8
1d8fd121a22","nonceStr":"4otknlnyu3vlkddlkagsymp6zojmxvhf", "package":"Sign=WXPay", "partnerid":"12705
60301", "prepayid":"wx20160922154537da4a45a89c0584844458" ,"sign" : "F8598C909881E6EB42631DB7087E84A6" , "



timeStamp":"1475126810"}}, "outChargeNo":"201609221055122142" }&respCode=000000&respMsg=4bIR X If)

&signType=MD5&timestamp=20160929132650301&key=1A3VLOKVEOO10BO10AGA0000277BDCI1
4. Biauk

WL R RS EIES X RE MD5 2542 777k, XHPHER P AVHAS IS E 4 7R R T WD B4 )5, BT
TSR RS, 16 HEH R, RN R S 1 AT R RS, RIS 45 R, W B773BC783F1319B384B242BF8
74A1F94, SRR SCEN sign FROE AR, MRHE hEss RAE 2 BNt

1.2 BE%

SPGB JAVA JiAS Server SDK CURFINAR % J7 ik 3, JTHAE R ZRA sdk BB S ASHIAT, ] sdk
BRI IR RIETE R BT HCTF 61, sdk 2 B S INfgE .

W R FEAH sdk, A[HRHE AES BY DES INZ& 5k, H O encryptData 8. UL R &4 FFHCE &Mk 455
2N 25 AT ] B B -

R SOINE

L HEERIRL

WRAE APT SR E XS4, BHAF RIS

“appld”: “1A3VLOKVKOOOOB0O20A0A0000CC3F48AD”,
“encryptType”: “AES”,
“param”: {
”channel”: “WX QR”,
”chargeAmt”: 1,
”chargeGoodsDetail”: [
{
”chargeAmt”: 1,
”goodsInfo”: "HI4H(Z R,
”goodsName”: ”HI4H{RE",
“orgPrice”: 1,
“price”: 1,
“quantity”: “17,
“remark”: "&iE”

1,
“extra”: {1},
“outChargeNo”: “0C12260001”,
“outChargeTime”: 720161226093148”,
“returnUrl”: “http://120.42.37.94:1301/onepay—test—-web/returnlrl”,
”showUrl”: “http://www. ylzinfo. com”,
“subject”: "5 - AL
1,
”sign”: “FA57D29EBC64622116F5B9272AB407AF”,



”signType”: "MD5”,
“timestamp”: 720161226093149”,

“transType”: “op. trade. charge”

2. N

¥ param TBUE, FHN JSON FRFH jStr:

{”channel”:”WX_QR”, “chargeAmt”:1, “chargeGoodsDetail”: [ {"chargeAmt”:1, “goodsInfo”: "HI4H{5 5", “goodsName” : " B AU bR, ~
orgPrice”:1, “price”:1, "quantity”:”1”, “remark”:"#3E"} 1, “extra”: {}, “outChargeNo”: “0C12260001”, “outChargeTime”:"201612

” ” ”_n»

26093148”, “returnUrl”: “http://120. 42. 37. 94:1301/onepay—test—web/returnlrl”, “showlrl” :
ot B - )

http://www. ylzinfo. com”, “subje

3. R3ChnE =

HR4 encryptType 75 B INEE 59k ABS (AES B 721 #2250 LA JE #47%), FREX appld § 16 S74E N AES % 4H, 40 app
Id. substring (0, 16)J1% appSecret, FREINBELE R 16 Sil, FK 16 HF|BEBAKRT, WSRERCWEE
£,

(appld FHAFTREA F N2 BEBCN F R BB 4, 0 AES XA 16 7, DES #REXAT 8 f7)

41: String newPassword = AESUtil. encrypt (appSecret, appld. substring (0, 16));
/TN 2% appSecret
/) NEEH appld. substring (0, 16)

4. FRWE L

FRHE encryptType 75 B N2 5038 AES, fHH] 3 SRIG AR SCOINZ %4, #HX newPassword B 16 fA71FE N AES %44,
Ul newPassword. substring (0, 16) 1% jStr F4Fef, FHWMFELERE 16 3%, B 16 HHlBREANKRE, 715

Jn#525 . encData:

OFE9COE3DA4A94F7014DBA93C34D481218862944C2A84D69ECAEIBT 3ESEE6DAE169CF174A8F674D670883BCI39CDC10D7TEI459D1C2BFE22843A8
B3B5B443FBD6A279E86038DCE8244BB147FFACACT5310596AEE3898626EDC61E354EEADDAOB2FFAF3A1FA9DC138665CDA9725F81316095FC6B1E
FD96D4CODA111135EE25BF1D41CCE243B8925C48FF145530711494E199B30377432AD9266A594D38C8E1725CI9DFE14E4EOEF2BD94F8BOFED295C
D15FEF2E489238230AEDBA1784C8D2105E76C0B3FB4E63FD8D55BA57399E3A04C22FB3660D7BIDBA4DD4ASE53032236C8D9534D3594F38EA1D76
50124CE5DIDF09BCC27BFDCO6681E06E666B14A5C5C85F44CTA22357E44604BD65EIE47DFF68101054ECIC427D5C6897CA947ADA16CT2A68F1CF
38B566A9CA54B2ESC66278CCCDDI629CAA45F38EAE2F81755ACAFADCI46118D4ACBOFES8251B015FB6DCFAF83BEFB2598BCFAAFTES3115CA5B586
374C1B488280E3778ED5B0385F30DD8C8AEC59238B50CEICEBB14AACCO9061256F02645A

5. WHEEX
B #4558 encData, N{H encryptData, 7% param B3 3C JSON, B sk BUR SC R IR 55 2%

41: String encryptData = AESUtil. encrypt (jStr, newPassword. substring (0, 16));
/S FENEANZE data



/N E Y newPassword. substring (0, 16)

“appId”: “1A3VLOKVKOOOOB0O20A0AO000CC3F48AD”,

”encryptData”: “OFE9COE3DA4A94F7014DBA93C34D481218862944C2A84D69ECAEIBT3ESEE6DAE169CF174A8F674D670883BCI39CDC10D
TE9459D1C2BFE22843A8B3B5B443FBD6A279E86038DCES8244BB147FFACACT5310596AEE3898626EDC61E354EEADDAOB2FF4F3A1FA9DC138665CD
A9725F81316095FC6B1EFD96D4CODA111135EE25BF1D41CCE243B8925C48FF145530711494E199B30377432AD9266A594D38C8E1725CIDFE14E4
EOEF2BD94F8BOFED295CD15FEF2E489238230AEDBA1784C8D2105E76COB3FB4E63FD8D55BA57399E3A04C22FB3660D7BIDBA4DD4ASE53032236C
8D9534D3594F38EA1D7650124CESDIDFO9BCC27BFDCO6681E06E666B14A5C5C85F44C7TA22357E44604BD65E9E4A7TDEF68101054EC9C427D5C6897
CA947ADA16CT2A68F 1CF38B566A9CA54B2E8C66278CCCDDI629CAA4SF38EAE2FS81755ACAFADCI946118D4ACBOFES251B015FB6DCF4F83BEFB2598
BCFAAF7F53115CA5B586374C1B488280E3778ED5B0385F30DDSCSAEC59238B50CEICEBB14AACC09061256F02645A7,

“encryptType”: “AES”,

”sign”: “FA57D29EBC64622116F5B9272AB407AF”,

”signType”: "MD5”,

“timestamp”: “20161226093149”,

“transType”: “op. trade. charge”

AL e

Lo SREm N AR S

“encryptData”: “OFE9COE3DA4A94F7014DBA93C34D48123FDDCA34998537DSF12883A9C92D5CC608955AB6E7815BBABCT11363373684A7
5CB30986C2639571FA46AT715C86025CTEAIB10ED135AADEFCDO07B7EAE65BC402C19EC50CC4ABFIATC6972F25ABT73F4111312C183ACFF616372
SB5AAGAE56663FCEEOF6AISACTACS99608D3BC33ELC67116EA21A53450CDIC8229FES55F045A6C6944B8A3338EFC1B6FDIFCECFSF2B5”,

“encryptType”: “AES”,

“respCode”: 70000007,

“respMsg”: “AbFERLTS”,

“sign”: 717122A2041288920CA16A62752FB38CB”,

”signType”: “MD5”,

“timestamp”: 720161226093147927”

2. RN SCHHE encryptData

OFE9COE3DA4A94F7014DBA93C34D48123FDDCA34998537DSF12883A9C92D5CC608955AB6E7815BBABCT11363373684A75CB30986C2639571FA46
A715C86025C7TEA1BI0ED135AADEFCDO07B7EAE65BC402C19ECS50CC4ABFIATC6972F25AB773F4111312C183ACFF6163728B5AA6AES6663FCEEOFG
A98ACIAC899608D3BC33E5C67116EA21A53450CDIC8229FES55F045A6C6944B8A3338EFCIB6FDIFCECFSF2B5

3. IRIUREE Y

4G encryptType BN HE, [FH] appld 4125 appSecret, I NS BN KRS, FHRIEARE DD
B VEAREK B (AES #RELRT 16 A7, DES #REXAT 8 1) , ENZRIEI T2 24,

(appld B4R RIE A F N FEIA R KK EMZS, 0 AES XA 16 AL, DES ZEUAT 8 f1)
4. FREUHHC

M5 encryptType A IR SHE, (] 3. KAV SO S 9], % encryptData FRHX JSON 747 # W 3C jStr



i

{”channel”:"WX_QR”, “chargeNo”:”201612260931476856”, “chargeStatus”:”1”, “outChargeNo” : 70C12260001”, “qrcode” : "weix

in://wxpay/bizpayurl?pr=75gzLi6"}

5. WEX

4 jStr Fedy JSON B param, 3REUARE 5 iR Bl SC

“encryptType”: “AES”,
“param”: {
”channel”: “WX QR”,
“chargeNo”: 7201612260931476856”,
”chargeStatus”: “17,
”outChargeNo”: “0C12260001”,
”qrcode”: “weixin://wxpay/bizpayurl?pr=75gzLi6”
1,
“respCode”: 70000007,
"respMsg”: “AbFERLIN”,
”sign”: 717122A2041288920CA16A62752FB38CB”,
”signType”: "MD5”,
“timestamp”: 720161226093147927”

ik

AES TIN#&Z%

finss g AES/CBC/PKCS5Padding

IR 1

VLG E Gl 0102030405060708

TS UTF-8

AES LS

hn/FE= S [ IB3RASE4END0321BAECO00002T 21B4CE

B | CBC (Cipher Block Chaining, himskhes) &zt v |
TRRE: (128 v
%HA: |1B3IRASE4L0003218
EWREE: [0102030405060708 A ECBIER,, i\ EIAIREE, TN 41234567800123456
##EAE: | pKCSSPadding v
MEERESA: [+id v |

L nfE = T BEMuhl: http://www. seacha. com/tools/aes. html
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1. EHBHKSER

NGE T
Higiil  ELGiElIakElss
ee:hsi http://127.0.0.1:8080/onepay-web/oneweb/oneapi

portal.wb.queryAccount

BERAS

(param)

N H S '

(Go:h D balance = string K 7 45 balance
idNo & string WS idNo
userName 5 string k44 userName

fRI =i :
o EHAIFTHKFER
5% URL:
e http://127.0.0.1:8080/0onepay-web/oneweb/oneapi
BRAR:
e POST
3538 (transType)

e portal.wb.queryAccount

imRIRXINE G

"appId": "1CLT55N06001790BA8C00000B14B2D07",

"encryptData"”: "DBADBF1C20303C1A70B737F722CCC740FEDCC3DF937BD7A4863E9CF38DE1566A",
"encryptType": "AES",

"sign": "56D9153A64F1C30CCB610D832COB57E4",

"signType": "MD5",

"timestamp": "20181109172804",

"transType": "portal.wb.queryAccount”

Wl 6 3 7 51

"termNo": null,


http://127.0.0.1:8080/onepay-web/oneweb/oneapi

"respCode"”: "000000",

"respMsg": "AbELELIL",

"param": {
"idNo": "66",
"cardNo": "D12345678",
"idType": "o1",
"appId": "1CLT55N06001790BA8C0O0000B14B2D0O7",
"operatorName": "Miifl",
"operatorId": "123",
"hospName": "#RiEEFEMIER",
"accountType": "@2",
"cardType": "01"

s

"sign": "6F854EQC94F35F52AD49711E501814A2",

"timestamp": "20181109172805942",

"pageParams": null,

"billContent": null,

"signType": "MD5",

"encryptType": "AES",

"version": null,

"encryptData": null,

"transType": null,

"appId": null,

"externalParam": null

2. His A RS

NGRS

=07 His 2E B i
&l http://127.0.0. 1:8080/onepay—web/oneweb/oneapi
portal.wb.getWristbandCode

cardType | S it
cardNo ke

idNo HABIES
idType 43R
operatorld B B id
operatorName WA R4
accountType i 227

HZ 3



key iy key

Url i 7 b bk

fRI =i :
o His AEpBEtH3
5% URL:
e http://127.0.0.1:8080/0onepay-web/oneweb/oneapi
BRAR:
e POST
5B (transType)

e portal.wb.getWristbandCode

T RIS

"appId": "1CLT55N06001790BA8C00000B14B2D07",

"encryptData":
"{\"accountType\":\"02\",\"appId\":\"1CLT55N06001790BA8CO0OOOB14B2DO7\", \"cardNo\":\"D12345678\",\"cardType\":

\"01\", \"hospName\" : \ " #&i& Bkt M 1E K
\",\"idNo\":\"66\",\"idType\":\"01\", \"operatorId\":\"123\",\"operatorName\": \" i i{F\"}",
"encryptType": "Plain",
"param": {
"accountType": "@2",
"appId": "1CLT55N06001790BA8C0000OB14B2DO7",
"cardNo": "D12345678",
"cardType": "01",
"hospName": "#RiEEFEMIER",
"idNo": "66",
"idType": "o1",
"operatorId": "123",
"operatorName": "Mitifl"
s
"sign":
"appIld=1CLT55N06001790BA8CO00OOB14B2D0O7&encryptType=Plain&param={\"accountType\":\"02\",\"appId\":\"1CLT55N060
01790BA8C0000OB14B2DO7\", \"cardNo\":\"D12345678\",\"cardType\":\"01\",\ "hospName\" : \ "#&if Z ki mE R
\",\"idNo\":\"66\",\"idType\":\"@1\", \"operatorId\":\"123\",\"operatorName\" : \" [fi7ii {

\"}&signType=Plain&timestamp=20181109162604&transType=portal.wb.getWristbandCode&key=1CLT55NN7008790BA8CO00009
D9o60C4",

"signType": "Plain",
"timestamp": "20181109162604",
"transType": "portal.wb.getWristbandCode"
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"termNo": null,

"respCode": "000000",

"respMsg": "ACFERLIH",

"param": {
"url": "http://msypay.com:1802/onepay-web/wb/recharge/k4nWtYz",
"key": "k4WtYZ"

s

"sign": "55836DCE01654429709553113DDEB6B8",

"timestamp": "20181109170047076",

"pageParams": null,

"billContent": null,

"signType": "MD5",

"encryptType": "Plain",

"version": null,

"encryptData”: null,

"transType": null,

"appId": null,

"externalParam": null
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TR R


http://127.0.0.1:8080/onepay-web/oneweb/oneapi

v
4

Fm

%

T

string i 7 B G =

"appId": "1CLT55N06001790BA8C00000B14B2D07",

"encryptData": "{\"key\":\"k4wWwtyn\"}",
"encryptType": "Plain",
"param": {
"key": "k4Wtyn"
s
"sign": "38480BO5E2C196CE36A76886B2619E03",
"signType": "MD5",
"timestamp": "20181109170334",
"transType": "portal.wb.cancelQrCode"

Ml Rz 3 7 51

"termNo": null,

"respCode": "0©00000",

"respMsg": "ACFLEITL",

"param": {},

"sign": "D1F97EABBEF62A1E193185F6B8D7BF4A",
"timestamp": "20181109170334480",
"pageParams": null,
"billContent": null,

"signType": "MD5",

"encryptType": "Plain",
"version": null,

"encryptData": null,

"transType": null,

"appId": null,

"externalParam": null
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